HOBbIV CTaHOAPT
B 001aCTV CUCTEM
- KOHTPOJIA [OCTyMa

PeweHns Ha ocHoBe nnatpopmbi iCLASS SE® m




PELLEHWA iCLASS SE

HoBoe nokoneHne cnuctem KOHTponaA JoCTyna — 3To
noBblLLeHHasA 6€30MacHOCTb, MPUCMOCabNBaeMoCTb
1 GyHKLUMOHanbHOCTb. MNoaaep»Ka pasnnyHbIX
TexHoNornn Kapr, B Tom ymcne iCLASS®, MIFARE®
Classic n MIFARE DESFire® EV1.

ICLASS" Sens™ Card

[ Inatdopma iCLASS SE®

[Ons ynoeneTBopeHus Tpe60BaHmii HaCTOALWEro

n 6yaywero
Ha cerogHAWHMI ieHb OpraH13aLMaM NPUXOANTCA

HenpepbIBHO C/1IeAnTb 3a U3MEHEHUAMN B TEXHONOTNAX

obecneyeHns 6esonacHocTy. lMocTeneHHoe
yXKecToueHue TpebGoBaHIi O3HaYaeT yBenmyeHvie
Harpysku Ha pyKoBoauTeneii cny»6 6esonacHocTy,
OTBEYaILLVIX 33 NOAAEPKKY HeJaBHO BbIMyLLEHHbIX
UAEHTUGMKALIMOHHDIX KapT 1 CYLLECTBYIOLLMX CUCTEM

KOHTPONA [0CTYyMNa B OpraHn3aumnn.

JInua, oTBeTCTBEHHbIE 32 d)VI3I/I“IeCKI/IVI KOHTPOJ1b
[OCTYyMNa, AOJIXXHbl OTBETUTb Ha cneyouimne
Kno4veBble BONPOChI:

= CnocobHa v Mos TeKyLasa cuctema
KOHTpPOJA AOCTYNa paboTtaTb COrnacHo
HOBbIM NPeAnncaHNAM 1 TpeboBaHUAM?

. Ecnu HeT, uTo cnepyet npeAnpuHATbL ANA
obecneyeHna cooTBeTCTBUA?

. Kak A mory Bocnosib3oBaTbcA
npeviMyLieCcTBaMm yCOBEPLIEHCTBOBAHHbIX
TexHonoruin obecneyeHysa 6e3onacHoOCTV Ana
ynpasneHna cpeacTBammn ngeHTruduKaumum,
4TO6bI NOBBLICUTL YPOBEHb 6GE30MacHOCTH
B MOe opraHmn3aumm?

OTBeTbl Ha 3TN BOMNpPOChI 6y,qu OoTnn4yaTbCA
B 3aBUCMMOCTN OT NPUHATbIX B OpraHmn3aynn

cncTem, NpaBu U CTPYKTYP.

B 10 e Bpems B 0611aCTV CUCTEM KOHTPONA JOCTYNa
npousoLuen KapAuHanbHbIN CABUT, KOTOPbIN

TaK»Ke OKa3blBaeT CyLEeCTBEHHOE BNINAHME Ha
MPVHLMMNbI CO3[aHNA, UCMONb30BaHA 1 yrpaBieHus
HaZleXHbIMM CPeACTBaMU UASHTAPUKALIN.
Bnarogaps HOBOBBEAEHMAM B CUCTEMaX KOHTPOSIA
AOCTYMa, Bam 6osiblue He noTpebyeTca TaTeslbHO
noa6rpaTb TEXHONMOT VIO [1A BalLel CUCTEMbI,

K KOTOPOI1 Bbl ByfieTe XeCTKO NpuBA3aHbl B GyayLLem.
Hogellwne peLeHnA NO3BONAIOT 3aKazunKam
AVHAMUYHO YNyyLlaTb 1 USMEHATb NCMOSb3yemyto
TEXHOJIOT IO MO Mepe N3MEHeHA NoTpebHoCTel
opraHuaumu.

Mnatdopma iCLASS SE® ot HID Global 3agaet
HOBBbIV CTaHAAPT B 0651aCTV CUCTEM KOHTPONA
[ocTyna. 3aecb NpeAnaraeTcsa OTKpbIToe

1 NpricnocabnrnBaemoe peLleHmne, KoTopoe
paccunTaHo Ha GyayLuee 1 Nerko UHTerprpyeTca

B MIMEIOLLYIOCA CrcTeMy, 0becrneunBas cneaytoLlee:

L] NoBbileHHY0 6e30MacHOCTb

L] MoBbileHHY0 KOHOUAEHUMATBHOCTD
L] Bo3moXHOCTb B3anmopencTaums

= [U6KOCTb 1 GYHKLMOHANbHOCTb

L] MoBbILLEeHHY0 MOOGUIBHOCTD



YNpoLleHye NpoLecCcoB CO3haHua,
ICMONBb30BAHNA U YMPaBIEHA
CpeacTBaMm NAEHTUPUKALIMM

Pewenusa iCLASS SE®

YnocToeHHas Harpagpl nnatdopma iCLASS SE
COAEPXUT LIMPOKMNI aCCOPTUMEHT SKOSTOMMYHbIX 11
06OHOBNIAEMbIX Ha MeCTe CUUTbIBATENEN, PELLEHNIA
L9 KOBVPOBAHNA CPeACTB MAEHTUMKALMY, KapT
C MMKPOMPOLIECCOPOM, CMapT-KapT 1 LdPOBbIX
MOGWIIbHBIX CPeAcTB AocTyna. [Mnatdpopma Takxke
BKJ/1lOYaET B Ce6s1 0OLUNPHBIN HABOP MHCTPYMEHTOB,
ynpoLaoLLyx paspaboTky NPOAYKLMN CTOPOHHMX
npowvssoamnTenei.

[lo6aBneHne mo6unbHoro gocryna c iCLASS® Seos™
COTPYAHMKI KPYMHBIX 1 ManblX OpraHu3aLuii c
Kax[bIM AHEM CTAaHOBATCA BCE MOOWIIbHEE, aKTUBHO
NCMONb3ysA COBPEMEHHbIE KOMMYHUKALNOHHbIE
ycTpoiicTsa. [peacTaBneHHble B niatpopme
iCLASS Seos cpefcTsa ngeHTMdUKaLnm MOXHO
MNCMoNb30BaTb B MOOMIBbHbBIX YCTPONCTBAX,
noaAepK1BaloLLx 6ecnpoBOAHYI0 CBA3b Manoro
paaunyca genctaua (NFC), uTobbl ¢ MOMOLLbio
cmapTdoHoB NFC, USB-TOKEHOB 1 NPoYmx
YCTPOWCTB MONyYaTb AOCTYN K Pa3fivyHbIM
pecypcam.

MpaBunbHbIii BbIGOP CCTEMbI KOHTPONA AOCTyNa
CraHpapTravpoBaHHas nnatdopma iCLASS SE
NofAepPKVBaeT WNPOKNIA KPYr COBPEMEHHbIX 1
6yAyLIMX TEXHONOTUIA, MO3BONAA NCMOb30BaTh
Kernaemyio TEXHOMOTIO B CyLLeCTBYIOLLEN

cucTeme KOHTpona gocTtyna. [Nnatdopma

ynpoLiaeT npoueccbl Co3AaHnA, NCNONb30BaHNA

nynpasiieHnA cpeacTtsamu Mp,eHTM¢MKauMM,
NO3TOMY Bbl CMOXeTe I'IOﬂOﬁpaTb onTrManbHoe
coyeTaHne TexHosiormu, MOBMbHbIX yCTpOPICTB,
TPaANUMOHHDBIX KapT A4OCTYyNa 1 NpPonycKkoB B
COOTBETCTBUN C KOHKPETHbIMA FIOTpe6HOCTF|MI/I
BaLlen opraHusayunn.

BHeppseTe N1 Bbl HOBYIO CUCTEMY KOHTPOSA AOCTYMNA
B Balllell OpraHn3aLum, OCyLLecTBAETe Nepexos,

Ha 6oree BbICOKMI ypOBeHb 6e30nacHoCTY nn
nobaensete cmapTdoHbl ¢ noaaepxkoin NFC

B UMCJI0 YCTPONCTB MOOUIBHOTO JOCTYNA,
nnatdopma iCLASS SE paeTt Bam yBepeHHOCTb

B TOM, YTO BaLLW MHBECTULMN B COBPEMEHHbIE
TEXHOMOMM OKYNATCA B OyayLem.




%

Moppaepxka SIO (SE)

Secure Identity Object® (SIO™) - 310 He3aBUCKMMasn
OT TeEXHOorn ﬁ, CTaHAapPTU3MpPOBaHHaA Moaenb
[NIaHHbIX 1A HAAEXHOTO XPaHEHA 1 nepeaayn

MAeHTMOVKALVIOHHO MHbOPMaLIMK B BUAE OJHOMO
obbekTa. O6beKTbI SIO COCTOAT 13 MHOXECTBa

HE3aBMCUMBbIX, HO CBA3AHHBIX APYF C APYrOM AaHHBIX
AnA GU3NUECKOro KOHTPONA AOCTYyNa (Hanpymep,
HoMepa KapT), BIOMETPUYECKYIX LWabIoHOB
OTNeYaTKoB NasbLies, 6e3HannyHom onnarbl 1
MPOYVIX MPUIOKEHNI.

[ loBbILLEHHASA MOLWHOCTb

1 HAOEXHOCTb

Bbicokasn 6e30nacHOCTb U KOHGUAEHLUMANbHOCTDb
Mnatdpopma iCLASS SE® noBbilLaeT MOLHOCTb 1
6e30MacHOCTb CUCTEM KOHTPONA JOCTYMa, BbIXOAs
3a npepenbl TPaaLMOHHON MoAeny CMapT-KapT
3a CYeT NprYIMeHeHVsi MHOTOYPOBHEBOW CXeMbl
6e30MacHOCTY, He 3aBUCSALLEN OT TEXHOJIOTMM KapT.
OcHOBaHHas Ha MOAENN aHHbIX Secure

Identity Object® (SIO™) ot HID Global,

nnatpopma rapaHTpyeT 6ornee HafexHy0

3aLWNTY UAEHTUOMKALIMOHHBIX JaHHBIX,

TaKXKe JOMONHUTENbHYIO AnBepCcUbrKaLmIo

Kntoyen, ayTeHTuduKaumio n wnpposaHme.

3Tn GYHKUMUN 06eCcneymnBaloT ynyULlleHHYo
HafeXKHOCTb CYNTbIBAHVSA KapT, MOBbILLEHHYIO
KOHOVAEHLMANbHOCTb 1 MaKCUMAasbHYIO
6e30MacHOCTb CUCTEMbI KOHTPOA JOCTYMa.

FapaHTMpoBaHHas 6e3onacHOCTb

B nnatdpopme iCLASS SE ncrnonb3ytotca coBpemMeHHble
MeTOAbI KpUNTOrpaduu 1 3aLMILEHHbIA MPOTOKON
obMmeHa CoOBLUEHMAMM, KOTOPbIN B3aVIMOAENCTBYET C
nnatdopmolii Trusted Identity Platform® (TIP™) ot HID
Global. TIP obecneunBaeT HagexHyto naeHTUGUKaLMIO
B npefenax 6@30macHoi SKOCUCTEMbI, COCTOALLE U3
COBMECTVMbIX MPOAYKTOB.

iCLASS® Seos™

[lononHuTenbHO NoBbiLLas MaHKy 6e30nacHoOCTY,
YHVKanbHble cpencTBa goctyna iCLASS Seos nossonstot
BHeAPATb HECKONbKO 06bekToB SIO B 0HO YCTPOICTBO
WV CpeficTBO AOCTYMa.

Taknm 0b6pa3om obecneuriBaeTcs HAVBMAYabHaA
3allMTa AEHTUPUKALIMOHHBIX JAHHBIX B KaXKAOM
MPUNOXEHNN — B JOMOJTHEHME K BbICOKOI 6€30MacHOCT
3a cueT nprmeHeHus nnatdopmbl iCLASS SE.

[ononHntenbHbie GYHKUNN 3aLmNTbI:

L] AnnapaTHoe obecneyeHmne cynTbIBaTeNein
C anemeHTamu 6e3onacHocT EAL5+
obecneunBaet 3aWuMTy OT B3/IOMa AN1A
Kntoyen 1 Kpuntorpaduueckmx onepawui.

= [lpuBaA3sKka AaHHbIX SIO NpepoTBpalyaeT
KJIOHUPOBaHMe JaHHbIX MyTeM MPUBA3KN
06beKTa K onpefeneHHoMy CpefcTBy AOCTYNa.

L] be3onacHas cBA3b Ha OCHOBE OTKPbITOrO
NpoToKOa ynpasfieHns YCTPOWCTBaMM
(OSDP, Open Supervised Device Protocol)
1 NPOTOKOSA 3aLMLLEHHOrO KaHana (SCP,
Secure Channel Protocol).

L] PacwmpeHHas nporpamma iCLASS Elite™
MoBblIlLIaeT ypoBeHb 6e30MacHoCTU
MOCPeACTBOM 3aLLMTbl YHUKaNbHbIMM
KJflouyamm CpeAcTB AocTtyna, 06bekTos SIO
1 KapT OOHOBJIEHNA.

= JIByCTOPOHHAA ayTeHTUdUKaLua,
wndpoBaHye nepeaaBaemMblX AaHHbIX
1 amBepcnduLMpoBaHHble 64-6UTHbIE
KIIOUN AN1A YTEHNA Y 3annCu.



BO3MOXHOCTb B3aMMOAENCTBUSA

N 11epexo Ha HOBYIO TEXHOJIOT IO

Mnatpopma iCLASS SE® copepX1T OueHb LUNPOKNIA
CMEKTP MYJIbTUTEXHOMOTUYHbIX CYUTbIBATENEN

1 CMapT-KapT, npucnocabnvBaembix 41 paboTbl

C pa3nuyHbIMU BAaMK KapT. bnarogapsa stomy
MO>HO MPOCTO 1 C MEHbLINMU 3aTpaTamm
BbIMONHUTL Nepexof Ha 6onee HafleXHy10

1 YHVIBEPCalbHYIO TEXHOMONIO B COOTBETCTBUM

C BalUMMM KOHKPETHbIMY TpeboBaHUAMU.

JlerkocTb B 06HOB/IEHUN

BBy NOCTOAHHBIX U3MEHEHWI B OTpacu,
nnatdopma iCLASS SE nogfepmsaet byayiime
TEXHOJIOMMMN U NPUNOXKEHNSA, YTOObI rapaHTUPOBaTb
COBMECTVIMOCTb BalLieli CUCTEeMbl KOHTPOSA JOCTyNa

C HoBellLLel NpoayKLMelt Ha pbiHKe. CunTbiBaTENN
nnatdopmbl iICLASS SE nonpepxusatot iCLASS® Seos™,
iCLASS SE, cranfiaptHyto TexHonoruto iCLASS, MIFARE®,
MIFARE DESFire® EV1 1 nostomy naeanbHo noaxoaat
LNA NPVYIMEHEHNA B CMELUAHHbIX cuctemax. OHn

TaKXe COBMeCTUMbI ¢ TexHonoruamm 125 kly HID Prox,
Indala®, AWID n EM4102 - pnist 3aKa3umKoB, »KenatoLmx
nepewT OT HU3KOYACTOTHOW Ha BbICOKOUACTOTHYIO
TexHonoruto. CYnTbiBaTeN NO3BONAIOT
OAHOBPEMEHHO paboTaTb C HN3KOYACTOTHLIMM

1 BbICOKOYACTOTHBIMU TEXHONTOTMMAMM, a TaKxKe
[IOMyCKaloT UCnosib3oBaHyve LndpoBbIX CPeacTs
focTyna Ha cMapTtdoHax ¢ nogaepxkorn NFC

1 MPOUMX MOOUIbHBIX YCTPONCTBAX.

KoanpoBaHme cpeacTs goctyna Ha mecte

1 o Mepe Heo6xoaMMOoCTI

Vicnonb3ys GyHKLMM KOAMPOBaHUA B Nnatpopme
iCLASS SE, MOXHO npefienbHO NPOCTO HacTpamBaTb
MMeIoLLVIecA CMCTEMbI Ha paboTy CO cunTbIBaTENAMM
iCLASS SE. bnarogaps Hanuumio NpoCcTon 1 NHTYUTABHO
MOHATHO NPOLIeAYPbI, 3aKa3umKyi MOTYT Mo Mepe
HeobXoAMMOCTN KOAMPOBaTb CPeACTBa OCTyrNa
pa3HO06pPa3HbIX TEXHONOTWIA. Bbl MOXeTe NpocTo
CyuTaTb JaHHble KOHTPOSIA AOCTYMa C UMEloLLeinca
KapTbl 1 3aMMcaTh VX Ha HOBYIO KapTy, U Bbl MOXKeETe
BHECTM AaHHbIe C KapTbl JOCTYMa B 06beKT SIO™ B
LiensAx nosbllleHnsA 6e30macHOCTY 11 3an1catb STOT
06BEKT 06paTHO Ha Ty e KapTy. 3aKa3uuKy MoryT
KoampoBaTb cpefcTBa gocTyna Genuine HID® n
CTOPOHHUX Npou3soauTeneit (Hanpumep, MIFARE),
4TO6bI 0GHOBWTB CYLLECTBYIOLME KapTbl 1 0becrneunTb
X COBMECTUMOCTb € nnatdpopmoit iCLASS SE.

iCLASS Seos

iCLASS SE

DESFireEV1
croanepHK
SI0

MIFARE Classic
cnonaepKoit
S0
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Seos

CTaHAapTVM3UPOBaHHaA 1 BbICOKOHAAEXHas
3KoCKcTeMa Seos npeAHa3HavyeHa Anisa
reHepypoBaHuA, NPeAoCTaBNeHUA N

0T3bIBa LIMPPOBbLIX ABEPHDIX KIIOYEN 1

CPeACTB NAEHTUPMKALIMN Ha MOBUIbHBIX
ycTpoiictBax. Cuctema npefocTaBnaeT eanHyio
TOUKY B3aUMOAENCTBUA ANA peanunaumm
MOBUNIBHOTO KOHTPONA AOCTYNa 1 rNobanbHON
COBMECTVIMOCTM 3aMKOB, CYMTbIBATENEN U KapT.
Knioum Seos Ha MO6UNbHbIX TenedoHax 3aMeHAIOT
COo60ii MeXaHNYECKMe KU 1 KapTbl JOCTYMa,
ncnosnb3yemble AnA OTKPbIBaHWA ABEPEN B XKUbIX
[OMax, rocTMHULaX, oducax, 6onbHULAX U T.4.




[Tnat@opma iCLASS SE® ot HID Global — non

Mo6unbHble ycTpolicTBa
c noaaepxkoin NFC

HapexHoe v 6esonacHoe BHEApeHne

> © ¢
) © ¢
LMPOBbIX CPEACTB AOCTYMNa B CMAPTOOHbI “

¢ noaaepxkoit NFC v npouvie MobunbHble
YCTPOICTBA B LieNAX paboTbl C LWMPOKMM
CNEKTPOM NMPUIOXeRI Seos™.

JE— 3amkn ASSA ABLOY
ceese BO3MOXHOCTb MPUMEHEHNA 3aMKOB

c nopaepxkon NFC, npon3soavmbix B
ASSA ABLOY, MaTeprHCKOM KOMMNaHmm

HID Global. Mnatpopma Takxe
a NOAAEPKMBAET LMGPOBbIE KNtoun Seos

ot ASSA ABLOY v skocucTemy Seos ana

Ay'reH'rmbanauwﬂ BblauV, NpefoCcTaBneHns 1 OT3biBa
YripasrieHvie 6e30MacHbIM 4OCTYNOM K W1bPOBbIX K1I04E/ Ha MOBWIHBIX
CETeBbIM PECyPCaM 1 uaeHTdVKaLMA O TenedoHax ¢ nogaepxror NFC.

JIMYHOCTU C MOMOLLBIO petueHmnin ActiviD®
11 TOKEHOB C OAAHOPa308BbIM naponem (OTP).

CpeactBa poctyna
Genuine HID®

COXPaHHOCTb MHBECTULIIA B CUCTEMY

KOHTpONA A0CTyNa 611arofaps NpumMeHeH o

PaA3NMYHbIX TEXHOMOMMIA 1 NPOCTOMY NEepexoay

Ha bonee CoBpemMeHHbIe TeXHOMOrN. O

O

MpuHTEepbI N
KogupoBwukn FARGO®
Co3paHwie, pa3paboTka An3aiHa,

NPOrpaMMm1pPOBaHKe, KOAVPOBaHWe
1 NeyaTb NOMHOCTbIO 3aLMbPOBaHHBIX KAPT.

MpunoxeHnsa

VIcnonb3oBaHve OAHOM KapTbl Ui

CMapTdOHa AnA Gr3MUECKOrO KOHTPONA
[0CTynNa, fOCTyna K [K, GriomeTprueckoro
KOHTPO/IA, OCTYNa K CUCTEME aBTOMATM3aLMN
3AaHWiA, yyeTa pabouero BpemeHy, 6e3onacHom
ayTeHTUdMKaLMM, 6E3HANMUHON OnnaTkl 1 Mp.



HaA SKOCMCTEMA, PacCUMTaHHaA Ha byayliee

YnpaBneHune

cpeacrBamm goctyna

Yno6HbIl BbIMYCK 1 yNpaBneHyie CMapT-KapTamii
B MHGPACTPYKType OTKPbITbIX Kntouei (PKI),
ynpaeneH1e NpoYM1 CpeAcTBamy A0CTyNa

C NOMOLLbIO YCTpoiicTs ActiviD®.

HID Secure Identity Services™
O Cny»6bl ANA yNpasBneHuns exeaHeBHbIM

NOTOKOM MﬂeHTMd)MKaLlI/IOHHb\X KapT 3akasyuka

W KPYMHbIMW NPOEKTaMM MO BbIMyCKY HOBbIX

CPEeACTB naeHTUGUKaUMK, a Takxe 4na

O6beﬂMHeHMﬂ HECKOJMbKMX TEXHONOM I

Ha ofjHOM CpeacTBe AOCTyNa.

LASS SE°

Seos™ gna mo6unbHOro gocryna
MprMeHeHVie cMapThoHOB ¢ nogaepxkoin NFC,
USB-TOKEHOB 11 MPOUMX MOBMBHBIX YCTPOVICTB

O B CMCTEMaX KOHTPONA JOCTyMa.

O

CuuntbiBaTenu Genuine HID®

InaBHbI Nepexoz Ha bonee BbICOKNI ypOBEHb

6€30MaCHOCTY 1 MOBWBHBIM KOHTPOMb AOCTYNa

OT TPALAMLIMOHHDBIX TEXHOSOM M 1 TEXHOMOMMI

CTOPOHHYIX NPOV3BOAUTENE. o

PeweHuna pna

KognpoBaHuA
[No Mepe HeobXoANMOCTN BO3MOXKHO
KOAMPOBaHWe CPeACTB AOCTYNa Ha

VlHCprMGHTbI OCHOBE COBPEMEHHbIX 1 ByAyLLNX

TEXHOOMMN. 3aKa3uvKi MOTYT Y0OHO
pa3paboTumka Ty
€03[1aBaThb KoY 1 yNpasaTb MMy

Aana naptHepoB (DTK) Ha MecTe.
Habopbl IHCTPYMEHTOB pa3paboTumika

11 BCTPOEHHbIE MOZY N MO3BONAOT

Co3/1aBaTh peLleHya s paboTsl

¢ nnatpopmoit ICLASS SE n

skocurctemoit Genuine HID.
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